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Emerging IDEA 2.0 
Wireless Controllers
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Features& Benefits

Secure network access for guest users
With Secure Guest Access, organizations can easily create and manage a 

virtual guest network with a Web login portal page for users such as 
customers, vendors, and contractors. Visitors can have Internet access 

while safely partitioned from the sensitive corporate LAN.
Support for Cisco voice-over-WLAN optimization

Voice-over-WLAN optimization is a package of features that deliver quality 
of service, call admission control, and fast, secure inter-access-point 

handoff to improve the quality of a wireless voice infrastructure.
Easy management tool

Includes Cisco Configuration Assistant, GUI-based management software 
that automatically discovers and dynamically configures Cisco 521 access 

points in order to simplify and accelerate wireless network setup.
Support for Cisco Lightweight Access Point Protocol  (LWAPP)

Uses Cisco LWAPP for communication between Cisco 521 access points 
and 526 controllers to simplify deployment and management, and to 

automate functions required for a pervasive WLAN end-user experience.
The wireless network easily expands as business requirements for 

additional wireless coverage and mobility services increase.
Wired/wireless network virtualization

Supports the use of up to 8 SSID/VLANs so that one physical WLAN 
infrastructure can be safely shared by different users, applications, or 

organizations as virtual wired/wireless networks.
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Feature& Benefits
Cisco Catalyst 3750G Series Switch Integration

Integrated system for the Cisco Catalyst 3750G Series infrastructure 
delivers centralized security policies, intrusion prevention, RF 

management, QoS, and Layer 3 fast secure roaming for WLANs.
Scalability

Scalable architecture provides business-critical wireless services for 
midsize organizations and enterprise branch offices supporting 50 
access points per switch and up to 200 access points in a stack.

Enterprise Reliability
With automated recovery from failures of Cisco Aironet lightweight 
access points, the Cisco Catalyst 3750G Integrated Wireless LAN 

Controller maximizes the availability of the wireless network.
Zero-Configuration Deployment

The Cisco Catalyst 3750G Integrated Wireless LAN Controller can be 
deployed without manually configuring access points or modifying 

existing network infrastructures.
Multilayered Security

Flexible security policies adapt to changing corporate security needs.
Mobility Management

Users can roam between access points and across bridged and 
routed subnets without requiring changes to the underlying 

infrastructure.
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CUWN Products for SMB  

� Often sold to SMB customers:

Aironet 1130AG Series APs

Aironet 1240AG Series APs

2100 Series WLAN Controller

� “Entry-level” enterprise products for SMB customers 
who want advanced security, mobility applications, 
scalability

� Enables more AP and radio choices 

� Scalability to meet the requirements of small 
businesses to large enterprises

� Stronger investment protection
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Controller-Based Wireless Architecture

� Wireless LAN Controllers (WLC)
Aggregate WLAN client traffic and control the wireless network

� Access Points (AP)
Provide wireless access, tunneling to the WLC

� Cisco Configuration Assistant (CCA) 1.5
Simplifies configuration, management, monitoring, maintenance
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Controller-Based ModeStandalone Mode

Standalone vs Controller-Based Modes

� Affordable entry-level solution
� Benefit from the latest Wi-Fi 

standards, such as:
802.11b/g for connectivity

WPA2 for stronger security

� Industry best range 
and throughput

� Investment protection
Can be upgraded to a 
controller-based solution 

� Centralized management
� Integrated form factor
� Dynamic RF management
� Advanced security

Secure guest access

� Mobility services
Voice over Wi-Fi

AP

AP

AP
AP

AP

AP

AP

AP
AP

APWLAN 
Controller
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WLAN Architecture – 1 st Generation

� Access points act as 802.1Q translational bridge, 
putting client traffic on local VLANs
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WLAN Architecture – Next Generation

� Mobility controller bridges client traffic centrally
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LWAPP (CAPWAP)
Protocol for Centralization

� Defines the authentication and 
control of wireless access points

� Provides standard interface 
between controllers and lightweight 
access points

� Enables flexible deployments

� Each AP is effectively a remote 
interface on the controller

� Allows controller to: 
Control the AP channel and power 
Manage encryption / authentication
Deliver wireless 
prevention/protection
Better capacity management
Centralized management
Dynamic control

Switch/Routed
Network
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Benefits of LWAPP (CAPWAP)

� Information is real-time and relevant

� Control traffic is encrypted to ensure security

� All new LWAPP AP images are checked to ensure 
compatibility

� All APs are authenticated

� Standardized interface gives administrators a variety of 
AP options

� Fewer managed entities – APs are configured and 
updated by centralized controllers

Split MAC architecture enabled a wireless network that doesn’t 
require overlay sensors
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LWAPP

What is LWAPP?

� Light Weight Access Point Protocol 
Used between APs and WLAN controller

� LWAPP carries control and data traffic
Control plane is AES-CCM encrypted

Data plane is not encrypted

� Facilitates centralized management and automated configuration

� Standards-based protocol 
Basis for IETF CAPWAP

Access Point Controller

WiFi Client

Business Application

Control Plane

Data Plane
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Centralized WLAN Architecture

� Processing split between APs and controllers
802.11 functionality shared

� Central management
AP is essentially a remote RF interface

� APs hold no security credentials

� APs unusable without a controller

� Data traffic can be bridged locally or at the controller
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Scaling the WLAN Architecture

� Controllers “peer” 
to support seamless 
roaming 

� APs learn the 
IP addresses 
of other APs

� Support for up to 2 
controllers, 12 APs

� Mobility messages 
exchanged between 
controllers

� Data tunneled 
between controllers
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Benefits of Controller-Based Architecture

� Centralized configuration and management

� Roaming capabilities for true mobility

� Advanced services

� Radio Resource Management

� Client load balancing



© 2006 Cisco Systems, Inc. All rights reserved. Cisco ConfidentialPresentation_ID 22

Mobility Defined

� Mobility enables the user to move around while 
remaining connected to networked resources

� That is, the end-user device is portable…

� Roaming occurs when a wireless client disassociates 
with one access point and re-associates to another

� Mobility / roaming presents new challenges
Architecture must scale to support it

Roaming must be fast and preserve security, QoS, etc.
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Roaming Requirements

� Roaming must be fast… Latency can be introduced by:
Client channel scanning and AP selection algorithms

Re-authentication of client device and re-keying

Refreshing of IP address

� Roaming must maintain security
Open auth, static WEP – session continues on new AP

WPA / WPAv2 personal – new session key for encryption 
derived via standard handshakes

802.1x, 802.11i, WPA / WPAv2 enterprise – client must be 
re-authenticated and new session key derived for encryption
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Radio Resource Management (RRM)

� Key RF challenges with 802.11 unlicensed bands
Limited non-overlapping channels

Physical characteristics of RF propagation

Contention for the medium

Transient nature of RF environments

� RRM addresses these challenges
Continuous assessment of RF environment

Dynamic channel and power management

Coverage holes: Detection and Correction

Coverage resiliency and co-channel issues mitigation



© 2006 Cisco Systems, Inc. All rights reserved. Cisco ConfidentialPresentation_ID 25

RRM: Dynamic Channel Assignment

� Channel 1 (2.4 GHz) is Access Point default

� AP reports metrics to controller:
Load: % total time transmitting/receiving 802.11 frames

Noise: AP calculated noise values on each serviced channel

Interference: % taken up by contending 802.11 transmissions

Signal Strength: RSSI values of the AP’s neighbors

� RRM makes changes to the channel plan, if necessary

� Logic is applied to minimize changes 

� Running APs return to default assignment on reboot
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RRM: Transmit Power Control

� Highest power setting is default for Access Points

� TPC algorithm is applied per AP, per band 

� AP transmit power is adjusted so that the 3rd “loudest” 
neighbor will be heard at -65dBm or lower

� TPC algorithm will only adjust transmit power down

� Transmit power increase is a function of 
Coverage Hole Detection and Correction algorithm 

� Running APs return to default power setting on reboot
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Client Load Balancing

� Performed in addition to Radio Resource Management

� A controller level function, across APs 

� Clients are never disassociated / de-authenticated

� Improves roaming functionality
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Cisco Secure Services Client 

Cisco Secure Services Client

Features
� Unified wired and wireless client

� Support for industry standards 

� Endpoint integrity

� Single sign-on capable

� Enabling of group policies

� Administrative control

Benefits
� Reduces client software

� Simple, secure device connectivity

� Minimizes chances of network compromise 
from infected devices

� Reduces complexity 

� Restricts unauthorized network access

� Centralized provisioning
SSC

� Key Features:
802.1X authentication for wired 
and wireless devices

Windows XP/2000 support

� EAP:
EAP-FAST, EAP-MD5, PEAP-
MSCHAP, PEAP-GTC, EAP-
TLS, EAP-TTLS, Cisco LEAP

� Encryption:
WEP, Dynamic WEP, 
TKIP, AES

� Standards:
WPA and WPA2
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Cisco Compatible Extensions
The Standard for Client Advancement

http://www.cisco.com/go/ciscocompatible/wireless 

Over 90% of Client Devices Cisco Compatible

Client Devices
Client Devices

Features
� Assured compatibility with 400+ devices

� Standards-based

� Enhanced security, mobility, and 

performance

� Supports Mobility Services i.e.. 

Location, voice

Benefits
� Accelerates innovation

� Supports diverse enterprise applications

� Ensures multi-vendor interoperability

� Enables simplified deployment of mobile 

WLAN clients
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• Automatic, 24 x 
7 security and 
compliance 
monitoring for 
breaches via 
wireless medium

• Network access 
control based on 
user location

• Guest networks 
for customers, 
partners and 
auditors

• Vendor 
replenishment 
networks

• Public access 
networks

• Real-time mobile 
voice 
communications

• Improved 
collaboration 
via mobile unified 
communications

• Faster customer 
service response

Wireless LAN Mobility Services

SecuritySecurity GuestGuest VoiceVoice

Pervasive Wireless NetworkPervasive Wireless Network
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Competitive Positioning

� OEM products – little or no 
development investment

� Commodity model of low 
price and high product 
availability

“SoHo Up” 
Approach

“Purpose 
Built” Approach

Hybrid 
Approach

� OEM products – some 
development investment

� Stand alone products

� Lead in channel programs, 
support

� Product development with 
investment protection

� Stand alone & integrated 
solutions

� Lead in channel programs, 
support, quality
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Product 3Com APs

APs Models 8760 7760

Cisco EquivalentCisco Equivalent 521 AP, 1130a/g, 1240a/g521 AP, 1130a/g, 1240a/g

D-Link APs

Products xStack xStack Web Smart AirPremier

APs Models DWL-2130AP/ 2230AP DWL-
7130AP/7230AP DWL-3140AP DWL-8220AP

Cisco EquivalentCisco Equivalent 521, 1130b/g521, 1130b/g 1130a/g, 1240a/g1130a/g, 1240a/g 521, 1130b/g521, 1130b/g 1130a/g, 1240a/g1130a/g, 1240a/g

Product NETGEAR ProSafe APs

APs Models WGL102 WAGL102 

Cisco EquivalentCisco Equivalent 521, 1130b/g521, 1130b/g 1130a/g, 1240a/g1130a/g, 1240a/g

Product ProCurve APs

APs Models 420 530 10ag

Cisco EquivalentCisco Equivalent 521, 1130b/g521, 1130b/g 1130a/g, 1240a/g1130a/g, 1240a/g 1130a/g, 1240a/g1130a/g, 1240a/g

Competitive – AP products

Cisco Wireless Competitive Reference Guide - http://www.cisco.com/web/partners/downloads/partner/WWChannels/technology/wireless/download/wireless_crg.pdf - Requires CCO logon
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D-Link

Products AirPremier Web Smart xStack xStack

WLANs Models DWS-1008 DES-1228P DWS-3227/3227P DWS-3250

Cisco Equivalent Cisco Equivalent 526, WLC for ISR526, WLC for ISR WLC for ISR, 3750G, 4402WLC for ISR, 3750G, 4402 WLC for ISR, 3750G, 4402WLC for ISR, 3750G, 4402 WLC for ISR, 3750G, 4402WLC for ISR, 3750G, 4402

Products NETGAER ProSafe controller

WLANs Models WFS709TP

Cisco Equivalent Cisco Equivalent AIRAIR--WLC526, AIRWLC526, AIR--WLC2106WLC2106--K9, AIRK9, AIR--WLC4402WLC4402--1212--K9K9

Products 3Com Unified Wired/Wireless Switching

WLANs Models 3CRUS2475

Cisco Equivalent Cisco Equivalent WLC for ISR, 3750G, 4402WLC for ISR, 3750G, 4402

Cisco Wireless Competitive Reference Guide - http://www.cisco.com/web/partners/downloads/partner/WWChannels/technology/wireless/download/wireless_crg.pdf - Requires CCO logon

Competitive – Controllers
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Programs to Support Your Growth & Profitability

� Value Incentive Program (VIP)

Rewards partners who have a focused, robust business practice 
with accelerating growth in Advanced Technologies

� Opportunity Incentive Program (OIP)

Rewards qualifying partners who actively identify, develop and 
win new opportunities with new Cisco customers and non-
forecasted Commercial opportunities

� Solutions Incentive Program (SIP)

Rewards opportunities for customer solutions that integrate 
proprietary or third-party applications and services with  
Cisco technology

� Cisco Industry Solutions Partner Network (ISPN)

Engages, enables and rewards partners for bringing repeatable 
industry solutions to market

For more information:
http://www.cisco.com/web/partners/grow.html
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Cisco Wireless LAN Controller

Wireless LAN Controllers data sheets
http://www.cisco.com/en/US/partner/products/ps6302/ Products_Sub_
Category_Home.html

Cisco Wireless LAN Controller Configuration 
Guides

http://www.cisco.com/en/US/products/ps7206/products _installation_a
nd_configuration_guides_list.html

Installation Guides
http://www.cisco.com/en/US/products/ps7206/prod_ins tallation_guide
s_list.html
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Cisco delivers an end-to-end secure 
wireless framework

Summary – Key Takeaways

Wireless improves productivity and 
enables valuable business applications

Secure wireless integrates with an 
existing network deployment

1

2

3

4 Cisco secure wireless offers improved 
management for lower operations cost 
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Q & A
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