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Emerging IDEA 2.0 
Mobility Express
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Cisco Wireless 
Mobility Express 
Controller Architecture
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Agenda

ÁEvolution of wireless architecture

ÁCisco Wireless Product Positioning

ÁCisco Controller Architecture

ÁCompetitive Positioning

ÁPrograms and promotions

ÁFurther information

ÁConclusion
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Autonomous Deployments Originally Had Little 
Coordination

ÁEach AP had its own view of the network ïlike standalone cell 
towers

ÁNo hierarchical view of the RF ïor the network 
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Basic Principals of 802.11 Centralization

ÁTakes a holistic view of wireless ïnot Nodal!

Information from each AP is sent up to a centralized device, which has 
a complete view of the network

802.11 Mac is split between controller and access point

ÁComprehensive knowledge of path loss and SNR of each AP in the 
network is available 

ÁComprehensive knowledge of client devices is embedded in the 
network

ÁDistributed devices can only be controlled by a centralized device
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Autonomous Deployments Originally Had Little 
Coordination

WLSE

SNMP
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Enter The Controller

Control and Management

DHCP RADIUSDNS ACS HPOV

LWAPP (CAPWAP)
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LWAPP (CAPWAP)
Protocol for Centralization

ÁDefines the authentication and 
control of wireless access points

ÁProvides standard interface 
between controllers and lightweight 
access points

ÁEnables flexible deployments

ÁEach AP is effectively a remote 
interface on the controller

ÁAllows controller to: 

Control the AP channel and power 

Manage encryption / authentication

Deliver wireless 
prevention/protection

Better capacity management

Centralized management

Dynamic control

Switch/Routed

Network
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Benefits of LWAPP (CAPWAP)

ÁInformation is real-time and relevant

ÁControl traffic is encrypted to ensure security

ÁAll new LWAPP AP images are checked to ensure 
compatibility

ÁAll APs are authenticated

ÁStandardized interface gives administrators a variety of 
AP options

ÁFewer managed entities ïAPs are configured and 
updated by centralized controllers
Split MAC architecture enabled a wireless network that doesnôt 
require overlay sensors
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CUWN Products for SMB  

ÁOften sold to SMB customers:

Aironet 1130AG Series APs

Aironet 1240AG Series APs

2100 Series WLAN Controller

ÁñEntry-levelò enterprise products for SMB customers 
who want advanced security, mobility applications, 
scalability

ÁEnables more AP and radio choices 

ÁScalability to meet the requirements of small 
businesses to large enterprises

ÁStronger investment protection
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Users Endpoints/Devices

Business & Collaboration Applications

Wireless LAN Mobility Services

Unified Network

Wired Wireless

Voice Security Guest Access

Cisco Unified Wireless Network

Mobile Data
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Controller-Based Wireless Architecture

ÁWireless LAN Controllers (WLC)

Aggregate WLAN client traffic and control the wireless network

ÁAccess Points (AP)

Provide wireless access, tunneling to the WLC

ÁCisco Configuration Assistant (CCA) 1.5

Simplifies configuration, management, monitoring, maintenance
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Controller-Based ModeStandalone Mode

Standalone vs Controller-Based Modes

ÁAffordable entry-level solution

ÁBenefit from the latest Wi-Fi 
standards, such as:

802.11b/g for connectivity

WPA2 for stronger security

ÁIndustry best range 
and throughput

ÁInvestment protection
Can be upgraded to a 
controller-based solution 

ÁCentralized management

ÁIntegrated form factor

ÁDynamic RF management

ÁAdvanced security
Secure guest access

ÁMobility services
Voice over Wi-Fi
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